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FinCEN’s New Customer Due Diligence Requirements and
Their Impact on Community Banks

On May 10, 2016, the Financial Crimes Enforcement Network (“FInCEN”) issued a final rule regarding
customer due diligence (“CDD”) requirements for covered financial institutions (for this purpose, banks,
securities firms including broker-dealers, mutual funds and futures commission merchants, as well as
introducing brokers in commodities).1 As a result, prior to the effective date of the final rule, “covered
financial institutions,” including community banks, will need to evaluate and update their BSA/AML
policies and, as necessary, update related procedures and systems to incorporate the expanded CDD
requirements of the rule. The rule is consistent with federal banking regulators’ renewed emphasis on
third-party risk and the importance of implementing due diligence procedures to assess such risk.?

The CDD Rule

The regulation creates a fifth pillar of a BSA/AML program. To maintain an adequate BSA/AML program
under this new requirement, covered financial institutions must meet four elements of the regulation.
These are:

¢ identifying and verifying the identity of customers,
¢ identifying and verifying the identity of beneficial owners of legal entity customers,
e understanding the nature and purpose of customer relationships, and

e conducting ongoing monitoring to maintain and, on a risk basis, update customer information and
to identify and report suspicious transactions.

The first element — identifying and verifying the identities of customers — is already addressed within the
Customer Identification Program rules (“CIP’). The three remaining elements would be addressed by two
rule changes: (1) The implementation of a specific requirement to collect beneficial ownership
information on the natural person behind legal entities, subject to specific exemptions; and (2) the
addition of explicit CDD requirements that would address understanding the nature and purpose of
customer relationships and conducting ongoing monitoring. Community banks already identify and verify
the identities of customers consistent with their CIP obligations. The rule, however, also modifies an
existing BSA pillar by requiring banks to risk-weight new customers, rather than just using customer
identifications to verify their identities. In addition, covered financial institutions must have a well-

! See: https://www.hunton.com/files/News/41852c69-4fe2-4ad8-967d
9703dc3c048e/Presentation/NewsAttachment/2acfbfc6-498f-4a84-9311-97605acfc83b/fincen-expands-customer-
due-diligence-requirements-june2016.pdf

2 FinCEN indicated that although the rule would not initially apply to other firms that currently or in

the future may be required to have BSA/AML programs, such as money services businesses, FInCEN is considering
extending CDD requirements to such firms in the future.
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developed understanding of the nature and purpose of their relationships and monitor for any suspicious
activity. Even if a bank has familiarity with its clients and customers, banks will now have to develop
customer risk profiles and conduct ongoing monitoring of existing customers.

Beneficial Ownership Rules

FinCEN is imposing a new requirement that financial institutions identify the beneficial owners of legal
entity customers, subject to certain exceptions. For these purposes, beneficial owners are identified by
obtaining a certification form directly from the individuals opening the new account of the legal entity
customer. The definition of beneficial owner for BSA/AML purposes is “the natural person(s) who
ultimately owns or controls the customer and/or the person on whose behalf a transaction is being
conducted. It also incorporates those persons who exercise ultimate effective control over a legal person
or arrangement.” FinCEN’s goal is to capture both the concept of ownership and that of effective control.

FinCEN then goes on to say, however, that the standards in the final rules are minimum standards.
Therefore, beneficial ownership should be verified consistent with the bank’s existing CIP practices.
Under current rules, a financial institution must obtain beneficial ownership information if it offers foreign
private banking accounts or correspondent accounts for foreign financial institutions.

The final regulations reflect a two-prong definition of beneficial owner. The prongs are:

e Ownership Prong: Each individual, if any, who, directly or indirectly, through any contract,
arrangement, understanding, relationship or otherwise, owns 25% or more of the equity interests
of a legal entity customer; and

e Control Prong: An individual with significant responsibility to control, manage or direct a legal
entity customer, including (A) an executive officer or senior manager (e.g., a chief executive
officer, chief financial officer, chief operating officer, managing member, a general partner,
president, vice president, or treasurer); or (B) any other individual who regularly performs similar
functions.® Each prong is intended to be an independent test. Thus, a financial institution must
identify each individual who owns 25% or more of the equity interests. Conversely, there may be
no beneficial owners at the 25% or more level. Again, these are minimum requirements.

In cases where an individual is both a 25% owner and meets the definition for control, that same
individual could be identified as the beneficial owner under both prongs. This could create a challenge
where an individual is a beneficial owner for one business under the control prong and a beneficial owner
for another business under the ownership prong. Like other covered financial institutions, community
banks — if they do not do so already — will have to apply an additional level of scrutiny to the account
opening process for legal entity customers and document the beneficial ownership information. Training
will need to be conducted to ensure all account opening personnel have a good understanding of the two-
prong beneficial ownership tests and how to apply those tests during the initial account opening
discussions. Beneficial ownership certification forms will have to be completed at the time of account
opening. Depending on the complexity of their customers’ business structures, banks are faced with an
increased burden to actively monitor beneficial owners and evaluate their risk on a going-forward basis.

Understanding the Nature and Purpose of Customer Relationships
The rules now provide that the financial institution must “understand the nature and purpose of customer

relationships in order to develop a customer risk profile.” In such context, FInCEN believes that it is well
understood that “a bank should obtain information at account opening sufficient to develop an

3 The certification form is no longer mandatory. A covered financial institution may substitute its own

form provided the individual certifies the information.
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understanding of normal and expected activity for the customer’s occupation or business operations.”
This quote comes from existing BSA/AML examination guidance.

FinCEN notes, however, that in some circumstances, an understanding of the nature and purpose of a
customer relationship can also be developed by inherent or self-evident information about the product or
customer type or basic information about the customer. Such basic information that FinCEN notes could
be telling include “annual income, net worth, domicile, or principal occupation or business.” For existing
long-standing customers, the financial institution already may have a robust history of activity that could
be highly relevant in understanding future expected activity or for purposes of detecting aberrations.
Significantly, FinCEN states that this aspect of CDD applies to all accounts and not just to “customers” for
CIP purposes. Thus, the exemptions referenced in the definition used for CIP would not apply.

Monitoring

FinCEN intends for the monitoring element to be consistent with current suspicious activity reporting and
BSA/AML program requirements. FIinCEN believes that conducting ongoing monitoring is implicit in the
requirement to file SARs. The BSA/AML manual notes that the internal controls of a bank’s BSA/AML
program should “provide sufficient controls and monitoring systems for timely detection and reporting of
suspicious activity.”

There is no periodic requirement to update information. Instead, when a financial institution becomes
aware of information relevant to assessing the risk posed by a customer, it is expected to update the
customer’s relevant information accordingly. The BSA/AML Manual provides that “CDD processes should
include periodic risk-based monitoring of the customer relationship to determine whether there are
substantive changes to the original CDD information (e.g., change in employment or business
operations).”

Implementation of the CDD Rule for Community Banks

In its final rule, FinCEN took pains to point out that these pillars are really not new in that most financial
institutions are already employing most, if not all, of such elements in their BSA/AML program.
Nonetheless, the final rule does add a requirement to understand the nature and purpose of customer
relationships, conduct ongoing due diligence and update information, and identify the “beneficial owner”
of business clients. While the formal implementation date is not required until May 11, 2018, community
banks should begin revising their BSA/AML programs sooner rather than later, especially because
FinCEN believes that much of the final rule reflects existing regulatory expectation and practices.

There is a view that community bank risk profiles are such that implementation of the final rule should be
less burdensome on them than at the larger banks because of the following assumptions: community
banks tend to have fewer commercial clients than the big banks (and those commercial client community
banks are likely to have simpler beneficial ownership structures); community banks tend to have less
client turnover and those clients likely require fewer reviews to reassess their BSA/AML risk profiles; and
community banks already know their customers better than their larger counterparts. Notwithstanding this
generalized view and given their resources compared with some of the larger banks, community banks in
particular may have to make detailed changes to their anti-money laundering policies, procedures,
technology and documentation files. For that reason, preparation should begin now to train staff in the
new requirements and to execute them on time.

As noted, the essence of the final rule is that it requires bank employees to identify the beneficial owners
of legal entity customers. Determination of who exercises “control” of a business, however, often requires
a complex legal analysis. Indeed, this assessment will require employees to have a fundamental
understanding of the variety of legal structures to determine the right information to collect or to help the
customer know what to provide. This may require extensive training for those employees who open
deposit or loan accounts for commercial customers. Banks will also incur additional costs for account
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opening platforms to be able to process the new forms and integrate the information into existing
systems. Although third-party vendors are likely to provide most institutions—particularly small
community banks— with the necessary software to comply with the proposed rule, banks will incur
additional costs to purchase or license the software. In addition, all institutions will need to adapt and
adjust the software and test it for compatibility with existing systems, which takes time by IT, compliance
and line-of-business employees.

FinCEN asserts that, because financial institutions have been subject to CIP rules for more than ten
years, they should be able to leverage these procedures in complying with these new requirements. This
underestimates the impact the proposed CDD rule would have on account opening procedures and
BSA/AML monitoring. When a financial institution collects additional information about its customers,
regulators will expect new procedures and controls to be established to track and process that
information. These aspects of an institution’s compliance program are particularly important because
internal controls are one of the four pillars of an anti-money laundering compliance program. It will take
time for banks to identify affected policies and procedures and ensure appropriate updates are
implemented. For example, one issue that community banks identified in comments to the proposal is the
need to develop software that allows them to not merely identify but track beneficial owners. Not all
community bank IT systems identify or track these individuals. Therefore, at a minimum, all financial
institutions will have to build or refine their software systems (or purchase in some cases) to track
beneficial ownership information. And once tracking systems are developed or added into existing
systems, all the new data processing capacity will have to be integrated into other systems, such as SAR
monitoring and CTR reporting programs.

In this regard, there are at least three areas that community banks can and should implement now:

o Update their BSA/AML risk assessment. A core component of any BSA/AML program is a risk
assessment. Community banks should update their BSA/AML risk assessment program to reflect
the requirements of the final rule. Among other things, banks should ensure their risk
assessments take into account information received through beneficial ownership collection (e.g.,
a low-risk domestic entity is majority owned by a foreign entity in a high-risk jurisdiction).

e On arisk basis, monitor for material deviations from expected or usual account activity.
The purpose behind the requirement to develop a customer risk profile is so banks can allocate
monitoring resources efficiently and tailor their monitoring to better detect potentially suspicious
activity (i.e. material deviations from expected or routine activity). Banks should have policies
and procedures for allocating monitoring resources to, and tailoring monitoring strategies for,
specific customer risk profiles typologies.

¢ Incorporate new definitions in their risk-based analysis. The customer due-diligence rules
also adopt a few new definitions. A legal entity under the rules includes corporations,
partnerships, limited partnerships, and limited-liability corporations and partnerships; corporate
entities that require a filing with a state secretary of state or other officer; and any corporate entity
chartered in a foreign country that does business in the United States. Under the rules, an
account means a loan, deposit or any other service for which the bank establishes a contractual
relationship with the legal entity.

It is well established that banks must have a written CIP that allows them to form a reasonable belief that
they know the true identity of each customer. The CIP is part of the bank’s general “know your customer”
requirement, which also includes enhanced due diligence requirements in certain situations. The new
requirements effectively require banks to modify their policies and procedures to engage in enhanced due
diligence for their customers and accounts they maintain, which will require banks to obtain additional
customer information and conduct additional monitoring. This additional information could include:

e the source of the funds and wealth;
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e the customer’s occupation or type of business;

« financial statements;

o references;

o the domicile of the business;

o the proximity of the customer’s residence, place of employment, or place of business to the bank;

e adescription of the customer’s primary trade area and whether international transactions are
expected to be routine;

e adescription of the business operations, the anticipated volume of currency and total sales, and a
list of major customers and suppliers; and

e explanations for changes in account activity.

Although third-party vendors are likely to provide most institutions—particularly small community banks—
with the necessary software to comply with the proposed rule, community banks have other reasons to
collect beneficial information that can provide additional efficiencies — and reduce costs. Beneficial
ownership information can be critical to addressing risks posed by OFAC and FCPA deficiencies or
violations that can, and have, resulted in serious enforcement actions for failure to address or mitigate
these risks. To the extent an account holder engages in international transactions, financial institutions
often need to know the beneficial owners of the account holder in order to comply with OFAC sanction
requirements or to conduct meaningful due diligence of the account. From an FCPA perspective, a
company or bank may have to identify the beneficial owners of its third-party intermediaries.

Conclusion

In sum, the new requirements pose challenges for community banks in particular and will require
additional and early preparation (and training) in order for them to meet their obligations under the new
CDD rules. In some cases, community banks may deem it necessary to overhaul their compliance
policies and procedures to account for these new requirements. In other cases, depending on how robust
their compliance programs and the scale of their operations, they may only need to make modest
changes. In either case, there are synergies associated with the new rule’s requirements that can be
leveraged as part of the bank’s OFAC and FCPA compliance programs, ultimately enhancing a bank’s
BSA/AML program.
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