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In this article, the author explains why chief information security officers need 
robust directors and officers liability insurance tailored to cybersecurity executives.

Recent high-profile cases involving chief information security officers (CISOs) have 
spotlighted the need for robust directors and officers (D&O) liability insurance tailored 
to cybersecurity executives. 

In 2022, Uber’s former CISO, Joe Sullivan, was sentenced to three years of probation 
and fined $50,000 after being found guilty of two felonies. Sullivan was found to have 
obstructed an FTC investigation by disguising the nature of payments made to hackers 
who had breached the company in 2016. Uber had paid $148 million to resolving similar 
cover-up allegations and many expected Sullivan to be acquitted, but the conviction was 
a wake up call for the potential exposure that CISOs face in the aftermath of a cyber 
incident.

More recently, a highly-anticipated ruling dismissed a substantial portion of 
the SEC’s case against SolarWinds alleging that the company touted misleading 
cybersecurity practices and products and mislead investors about being targeted in a 
number of widely-reported cyber attacks. But the lawsuit also named the company’s 
CISO, Timothy Brown, as a primary violator and aider and abettor of the charges. 
Not all of those charges were dismissed, as the court allowed the claims against Brown 
based on allegations of his knowledge of false public statements about the company’s 
cybersecurity practices to proceed.  

THE ESSENTIAL BACKSTOP OF D&O LIABILITY INSURANCE

Both cases underscore the growing personal liability risks faced by security leaders. 
The SEC’s aggressive approach to cybersecurity enforcement has led to renewed 
discussion of appropriate internal account controls, disclosure controls and procedures, 
and potential securities fraud claims based on public disclosures. 

All of that is geared towards more robust compliance and mitigation of enforcement 
risks in the first instance, but recent case studies have left boards, executives, and in 

Directors and Officers Insurance for Chief 
Information Security Officers: A Critical  
Shield in an Era of Increasing Personal Risk

By Geoffrey B. Fehling*

* The author, a partner in Hunton Andrews Kurth LLP, may be contacted at gfehling@huntonak.com. 



234

Pratt’s Privacy & Cybersecurity Law Report

particular CISOs wondering how to best protect themselves if a claim does occur 
notwithstanding the company’s rigorous controls. One critical protection is 
building a liability insurance programs to protect against claims arising from cyber 
incidents. Guarding against cyber exposures ordinarily starts with analysis of cyber 
insurance policies, but as the costs to combat cyber incidents continue to climb, 
those cyber policies may be exhausted long before any follow-on securities lawsuits, 
investigations, or enforcement actions implicating CISOs and other key decision 
makers.

Understanding and improving all coverages beyond cyber, especially D&O coverage 
geared at protecting the personal assets of individuals like CISOs, can help increase 
recovery and avoid surprises in the event of a claim. Here are some of the key D&O 
insurance considerations for policyholders to consider:

1.	 Increasing Liability: The SolarWinds SEC case shows increasing regulatory 
risks for individuals, while the Uber CISO felony conviction for obstruction 
of justice highlights potential criminal liability for CISOs. The cost of 
cybersecurity events can be staggering ($9.48 million on average in the United 
States),1 often eroding if not exhausting cyber policy limits in the immediate 
aftermath of an incident, leaving policyholders to look to other policies to 
provide coverage for follow-on claims by regulators, customers, and other 
litigants.

That is why reviewing programs as a whole to ensure complementary coverages – 
like D&O, tech E&O, and cyber – work together as intended and do not result 
in unintended gaps with mismatched coverage grants and exclusions or defined 
terms. Taking a holistic approach to assessing coverage can minimize risks of 
surprise denials.

2.	 Are CISOs “Insureds”: Historically focused on board members and C-suite 
executives, D&O policies may not adequately cover the unique risks CISOs 
face. One recent survey reported that 38% of CISOs are not covered by 
their company’s D&O insurance policy. Depending on corporate hierarchy 
and governance documents, CISOs may not fit the policy’s definition of 
“insured.” 

3.	 Criminal v. Civil Actions: D&O policies typically cover civil liabilities based 
on negligence or non-intentional conduct, but they often exclude criminal 
or deliberately fraudulent activities. The Uber CISO’s felony conviction 
shows the importance of limiting those exclusions, such as by robust “final 
adjudication” requirements.

1 https://www.ibm.com/reports/data-breach. 

https://www.ibm.com/reports/data-breach
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4.	 Government Investigation Coverage: Regulatory coverage varies widely based 
on public versus private companies and whether regulators are investigating 
or taking action against individuals versus the company. Policyholders 
Policies should request affirmative coverage and understand any limitations, 
like sublimits, that may reduce coverage for regulatory action prior to a 
formal enforcement action.

5.	 Cyber Exclusions: Some policies may have broad exclusions barring coverage 
for claims arising from cyber incidents, potentially leaving CISOs exposed. 
Eliminating those exclusions, or at least negotiating carve backs or narrower 
lead-in causation language can help avoid rendering D&O insurance illusory 
for a large segment of cyber-related claims.

6.	 Corporate Indemnification: D&O insurance presumes broad corporate 
indemnification unless the company is unable to do so. Similar to CISOs sometimes 
falling through the cracks in meeting the definition of “insured,” companies also 
may need to reassess their indemnification agreements with CISOs to ensure 
alignment with available insurance coverage.

7.	 Review Insurance Programs, Not Just Policies: Cyber-related risks may fall 
through gaps in traditional liability policies, which increasingly have exclusions 
or similar limitations to shift risks into cyber policies. Despite that, many 
traditional policies can provide coverage for critical cyber risks. Policyholders 
should audit their program as a whole and not focus on single policies, 
especially solely the cyber policy, to assess and improve potential coverage for 
cyber exposures.

CONCLUSION

As personal liability risks for CISOs continue to evolve, the availability and scope of 
D&O insurance will remain a critical factor in recruiting and retaining top cybersecurity 
talent. Companies that offer robust insurance protection may gain a competitive 
advantage in the tight market for skilled security leaders. Policyholders should proactively 
engage with brokers, coverage counsel, and other risk professionals to understand the 
scope of existing coverage and explore options for enhanced protection that addresses 
these growing liability risks.




