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Proposal for the reform of the data protection regime in the

European Union

In January 2012, the European Commission delivered a package of draft

measures for the reform of the data protection regime in the European

Union (EU). The two proposed legislative instruments are:
a Regulation of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal
data and on the free movement of such data (General Data Protection
Regulation) (the Regulation) (COM(2012) 11/4 DRAFT); and
a Directive of the European Parliament and the Council on the pro-
tection of individuals with regard to the processing of personal data
by competent authorities for the purposes of prevention, investiga-
tion, detection or prosecution of criminal offences or the execution
of criminal penalties, and the free movement of such data (Police and
Criminal Justice Data Protection Directive) (the Directive) (Version 34
2011-11-29).

The Directive will only apply to a limited set of personal data processed by
public bodies dealing with criminal justice matters. For most of the pub-
lic sector, and all of the private sector, the relevant instrument will be the
Regulation.

This package of legislation would bring about a radical overhaul of the
current data protection regime in the EU. At present, EU member states
have national data protection laws that are based on a general data pro-
tection Directive from the mid-1990s (Directive 95/46/EC). Although the
core components of those national laws are very similar in all EU member
states, there are differences in many areas (eg, the level of control exer-
cised by local supervisory authorities over the transfer of personal data
to locations outside the European Economic Area). The Regulation will
replace all of those national laws with one common legal instrument bring-
ing a higher degree of consistency to the position in the EU.

The consistency will not be absolute. There will remain some areas in
which EU member states may adopt different approaches. For example,
the extent of the exemption to protect the right to freedom of expression
will remain subject to national discretion. However, in the main, the same
data protection legal instrument will apply throughout the EU.

It might have been expected that a proposal that brought a level of
consistency to data protection standards across the EU would have been
widely welcomed by regulators, businesses and civil society organisations.
However, the response to the Regulation has been distinctly turbulent,
with different groups (including supervisory authorities, data controllers,
data processors and data subjects) all pursuing diverging interests.

Process

The Regulation is being adopted through the European Union’s ordi-
nary legislative procedure. This requires equal input from the European
Parliament and the Council of the European Union. The European
Parliament consists of directly elected MEPs from all EU member states.
The Council of the European Union is a body that brings together repre-
sentatives of the national governments of all of the EU member states to
work on EU matters. It should not be confused with the European Council,
which consists of government leaders from the EU member states and
which meets around four times a year to settle strategic priorities and poli-
cies. A proposal for legislation is put forward by the European Commission
and that proposal is considered by both the Parliament and the Council.
The Parliament considers reports produced by its relevant committees and
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amendments put forward by its members. Meanwhile, the Council debates
the positions and views put forward by its members. This process gath-
ers views and responses from a wide range of organisations and interests
across the EU.

Progress through both the Parliament and the Council has been slow.
The Parliament published its text of the Regulation on 12 March 2014, but
the Council took until 15 June 2015 to publish its proposed text. There are
now three texts (one from each of the Commission, the Parliament and the
Council). There is much commonality among these texts, but there are also
significant areas of disagreement between them. During the second half of
2015, the Commission, the Parliament and the Council will meet together
in a series of ‘trilogue’ meetings, in order to resolve the outstanding differ-
ences between their respective texts. Under the proposed timetable for this
process, an agreed position will be reached in December 2015, although it
is possible that there may be further delays.

Impact of the Regulation

The main changes proposed by the Regulation are wide-ranging, and

include the following:

+  The Regulation will introduce dramatically increased fines for
breaches of data protection law. Whereas, under the current regimen,
the maximum fines in most EU member states are generally below
€1 million, fines under the Regulation may be as high as
€100 million, or 2 to § per cent of annual worldwide turnover.

The Regulation will have significantly broader territorial scope than
the current law. Entities that are established outside the EU, but either:
(i) offer goods or services to data subjects in the EU; or (ii) monitor the
behaviour of those data subjects, will be subject to the Regulation even
if they have no physical presence in the EU.

There will be a significant shift of power and influence away from
local supervisory authorities. Although local supervisory authorities
will continue to be responsible for enforcement of EU data protection
law, the Commission and the newly created European Data Protection
Board will have broad delegated powers to produce guidance on how
the Regulation should be enforced. Local supervisory authorities will
also lose influence as a result of the proposed ‘one-stop shop’ arrange-
ments, under which multinational organisations would be regulated
by one ‘lead authority’, rather than being subject to the decisions
of supervisory authorities in each EU member state in which they
operate.

- Data processors (ie, those who process personal data on behalf of a
controller) will take on direct legal compliance obligations under the
Regulation (wWhereas data processors have no direct legal compliance
obligations under the current law).

There will be a widening of the obligations of data controllers to fol-
low specific and detailed rules in order to achieve compliance with the
required standards including, for many controllers, the mandatory
appointment of a data protection officer.

The rights given to individuals will be extended and increased. These
include a right to ‘data portability’ and the oddly named ‘right to be
forgotten’.

Although data controllers will no longer be required to register with their
local supervisory authorities under the Regulation, data subjects must be
provided with more detailed information than is required at present, and
data controllers are obliged to maintain detailed internal inventories of
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their data processing activities. The Parliament has proposed a set of icons
with standard meanings in an apparent effort to make privacy notices more
easily accessible, although the Council does not appear to support this
initiative.

Despite the promise of a more liberal regime on transfers of personal
data out of the European Economic Area, there will remain continued
restrictions on such transfers under the Regulation. The obligations on
data controllers include new requirements for consultation with, or prior
approval of, the supervisory authority in specified cases, and there are
complex rights for data subjects, or representative groups, to take action in
their own member states.

Conclusions

It appears likely that the text of the Regulation, including implementing
provisions, will be finalised by spring 2016. There will then be a two-year
period before the Regulation comes into force, to allow businesses time
to adjust their practices to comply with the Regulation. Consequently, the
effective date of the Regulation is likely to be some time in the first half
of 2018, although it remains possible that there may be additional delays.
There remains a need for hard negotiation and compromise during the tri-
logue process, in order to reconcile the positions taken by the Commission,
the Parliament and the Council in their respective texts of the Regulation.
On the positive side, perhaps the intense debate and level of involvement
on all sides demonstrates that finally we are all coming to recognise how
important the issue of data protection is in today’s world.
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