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EDITORIAL

Welcome to the first edition of The International Comparative Legal Guide to:
Data Protection.

This guide provides the international practitioner and in-house counsel with a
comprehensive worldwide legal analysis of the laws and regulations of data
protection.

It is divided into two main sections:
One general chapter entitled Data Protection — a Key Business Risk.

Country question and answer chapters. These provide a broad overview of
common issues in data protection laws and regulations in 29 jurisdictions.

All chapters are written by leading data protection lawyers and industry
specialists and we are extremely grateful for their excellent contributions.

Special thanks are reserved for the contributing editor Bridget Treacy of
Hunton & Williams for her invaluable assistance.

Global Legal Group hopes that you find this guide practical and interesting.

The International Comparative Legal Guide series is also available online at

Alan Falach LL.M.

Group Consulting Editor
Global Legal Group
Alan.Falach@glgroup.co.uk



Chapter 1

Data Protection — a Key

Business Risk

Hunton & Williams

Bridget Treacy

Data is the lifeblood of today’s digital economy. The rapid
expansion of digital commerce means that frequently data is a
businesses most valuable asset. Yet the risks inherent in data, and
the differing regulatory requirements around the globe, make it
challenging for businesses to manage data risks in consistent,
practical and cost-effective ways.  Businesses that think
strategically about the creation, development, use and security of
their data are able to increase the value of these assets, and often
enhance their reputation. Organisations that fail to take data
protection compliance seriously, or fail to manage their data assets
strategically, risk being left behind.

The exponential increase in the rate at which data is generated,
together with the ready availability of cheap data storage and data
processing capacity, are fuelling the growth of our digital economy.
The explosion in digital commerce has had a far-reaching and
permanent impact on the global economy, affecting businesses of
all sizes. In 2012, over 2.3 billion people were estimated to have
access to the Internet, and that number is expected to increase to 5
billion by 2020!. Significantly, digital commerce is not just for
larger, first world economies. The availability of mobile
technologies means that smaller, less developed regions can also
participate.

Businesses keen to take advantage of the global digital economy,
and those wishing to use data closer to home, are discovering that
data protection compliance and risk management are now
mainstream business issues that require careful consideration.
Recent instances of data security breaches underscore the fact that
global data collection and processing can give rise to global risk
management issues, global PR issues, and the possibility of legal
claims from multiple jurisdictions. But security breaches are not
the only risk issue.
complaints, sometimes by representative groups, in circumstances
where consumers have felt that data collection practices are too
aggressive, or data use is insufficiently transparent. Other key
themes in global data protection risk management are set out below.

There is a more recent trend of consumer

] Data protection is a trust issue: the general public has greater
awareness of data protection rights and of the perils of poor
data handling practices. Trust is broken by poor data
handling procedures, including security breaches and
overzealous collection and use of personal data. The costs of
persuading customers to remain with a business after a
security breach have been tracked by researchers for several
years. One recent survey estimated that the cost of lost
business accounts for more than 50% of the total cost of a
data breach?. Elsewhere, insufficiently transparent data

collection practices (for example, utilising apps installed on
smart phones, or smart appliances with limited or no privacy
notice) or errors in data collection (for example, Google
Street View’s inadvertent collection of wi-fi data) may
impact consumer trust, even if laws are not violated.

] Data transfer restrictions may impact trade: many countries
around the globe have imposed restrictions on cross border
data transfers, and some require localised data storage. Aside
from the challenges of finding workable solutions to these
restrictions in practice, these restrictions can impact
scalability and cost efficiency, and are becoming intertwined
with the ability to trade freely, raising a new set of challenges
for global businesses.

] Regulators enjoy enhanced enforcement powers, activity and
cooperation: data protection authorities have gained new
enforcement powers in recent years, including the power to
impose fines and to audit business’ compliance with data
protection laws. These regulators have become proactive in
bringing enforcement proceedings, and adept at using the
media to publicise their enforcement actions. Further, data
protection authorities increasingly seek to work
collaboratively as a group, across many jurisdictions, to
ensure better data protection enforcement.

] Senior executive accountability: many companies find it
challenging to secure appropriate senior executive support
for data protection governance initiatives. However, in
certain jurisdictions senior executives can be held personally
accountable for violations of data protection laws. There is
precedence of enforcement action taken directly against
senior executives, including prison sentences (for instance,
the Italian YouTube case, although the prison sentences
against three Google executives were later overturned on
appeal).

] Individuals are concerned that technology is intrusive:
individuals have a sense that they have lost control over their
data. This has been demonstrated over recent years by public
protests, complaints about the ways in which large
technology companies (in particular) collect and use data,
and by the growth in consumer complaints and lawsuits.

Much of the data processed within business systems is about
individuals, and individuals have rights in relation to their data.
There is an obvious area of friction here: businesses wish to gather
and use ever increasing amounts of information about people, yet
this is only permitted in compliance with laws that safeguard the
rights of individuals. In Europe, the right to data protection is a
fundamental right, whose history can be traced back to the post-
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World War II era when secret reporting by the State about citizens
was commonplace. Individuals had no right to find out whether,
and, if so what, information was held about them, or to verify or
correct it. Decisions were based on the content of the State’s files,
sometimes with tragic consequences. In 1980 the Organisation for
Economic Development sought to address these issues in its
Recommendations and Guidelines (“OECD Guidelines”) in relation
to personal data3, and similar principles are reflected in the Council
of Europe’s Convention for the Protection of Individuals with
Regard to Automatic Processing of Personal Data (“Convention
108”)4. The principles articulated in the OECD Guidelines and
Convention 108 are reflected in the current European Data
Protection Directive EC/95/46 (the “EU DP Directive™), giving
individuals enforceable rights in relation to their data and imposing
obligations on organisations that collect and process personal data.

In other jurisdictions, data protection has a different legal or historic
basis. In some countries, data protection laws have evolved
primarily to prohibit unwanted marketing activities, or other
specific societal concerns. Almost 100 countries have passed some
form of data privacy legislation, although there is considerable
divergence from one country to another. There is no common
position on basic concepts (such as what constitutes “personal
data”), and there are overarching philosophical differences on how
to restrict the collection and use of such data. Even where concepts
of “privacy” and “data protection” overlap across jurisdictions,
individual countries have taken different approaches to protect the
data of their citizens, and strike a balance between public and
private interests in this area. As a consequence, in practical terms,
companies are confronted by a patchwork of data privacy laws,
making compliance, or the strategic use of data, challenging.

The data protection challenge for companies that operate on a
global basis is multi-faceted. Compliance with local laws is the
most basic requirement, but it is complicated by the fact that the
same issue might be treated very differently under differing local
laws. Where a company deploys the same technology on a global
basis, it can be extremely difficult to ensure legal compliance across
jurisdictions that take differing approaches to the same issue.
Sometimes differences arise in relation to the most fundamental of
issues — such as the meaning of “personal data”. In a world in
which commerce is increasingly global, even companies that
operate domestically may find themselves having to address global
issues where they utilise outsource vendors based off-shore, or
cloud-based platforms.

In addition to legal compliance issues, businesses also focus on data
as an operational risk issue. Data and IT security are generally key
focus areas within this risk category. Often separate teams address
these issues, although there is an emerging trend for data security
and data protection leaders to collaborate on data governance and
strategy.

Companies that seek to develop their data assets in more strategic
ways are looking beyond mere legal compliance. For these
companies, legal compliance is merely the starting point. They also
pay attention to the reputational risks raised by data privacy. A
security breach or the roll out of new tools or technologies that are
regarded by the market place as detrimental to user privacy can
have far reaching consequences for a company’s reputation, and
share price. Leading companies are now including data privacy risk
within their ethics and governance programmes.

A growing number of companies are focusing on reticence risk.
This is the risk of understanding too little about the company’s own
data assets, or legal framework, so that the company’s approach to
utilising its data assets is too conservative. The risk then is that the
company misses opportunities that its competitors are only too
willing to take, or simply disadvantages itself by being too
conservative.

In addition to determining how the business will manage legal
compliance and other heads of risk, there are several specific data
privacy issues that currently challenge global businesses. These are
described in more detail below.

Big Data Analytics

The term “big data” describes the collation of vast stores of data,
gleaned from many disparate sources. Increasingly, it includes data
that are observed, rather than created, and generally it includes
personal data. Analytics are deployed to identify patterns and
insights from these vast data sets and are used to learn more about
consumer behaviour, to modify products or services, or to create
new offerings. Businesses seeking to utilise big data need to focus
on a range of data protection issues, in particular, data quality
principles.

From an EU perspective, there are several important aspects of
legal compliance that need to be considered in a big data context,
but the key issue is the requirement that data processing must be fair
and lawful, and that organisations must satisfy a legal basis for
processing personal data. “Fairness” requires transparency, usually
satisfied by the provision of notice. Individuals have the right to
know whether their personal data are being processed and for what
purpose, how the data were collected, with whom the data will be
shared, and to obtain a copy of their personal data. Again,
complying with these requirements can be difficult in a big data
context. Where data have been collated from many sources, even
the provision of notice may be a challenge. Consent and “legitimate
interests” are two common legal bases to justify data processing. In
a big data context, both can be difficult to satisfy. For example,
where data are collated from disparate sources there may be no
relationship with the individual, making consent impractical.

In addition, the purpose limitation principle provides that personal
data collected for one purpose may not be used for other purposes,
without the consent of the individual. However, when big data sets
are collated, the purposes for which those data ultimately may be
used may not yet be known.

Another issue that may raise difficulties is the data minimisation
obligation. This requires that data must be relevant and not
excessive for the purposes for which the data were collected. There
are obvious tensions between data minimisation and big data.
Restrictions on data retention mean that personal data may only be
kept for as long as necessary for the purposes for which it was
collected. In other words, it is not permitted to retain personal data
indefinitely, yet that is what big data expects.

European data protection regulators expect companies that roll out
big data programmes to focus on privacy by design, building data
safeguards and compliance into the design of the big data initiative.
In addition, conducting a privacy impact assessment — asking
structured questions to determine the likely level of data protection
compliance and risk for a product or service — prior to roll out can
help pinpoint privacy risks before it is too late. Trying to fix the
position after the data processing has been rolled out is expensive
and may be embarrassing, or worse.
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Cloud Computing

The cloud — characterised by large scale data storage and
processing, delivery of software as an online service, and the
leveraged connection of wireless devices to services and
applications offered online — delivers systemic changes for
business. But to realise this potential, businesses need to address
the privacy questions that this technology raises, including what
data protection and privacy laws apply to data that is stored in the
cloud and whether data that is stored in the cloud is “transferred”
internationally, so that cross border data transfer restrictions apply.
Cloud computing contemplates the processing of data anywhere
and everywhere, across multiple jurisdictions, simultaneously,
whereas while most data protection laws and guidance anticipate
linear transfers of information from point A to point B. Traditional
approaches to cross border data transfers, such as Model Clauses or
the EU/U.S. Safe Harbor, may not offer a workable solution in the
cloud context, or may be cumbersome to implement and maintain.

A second issue that usually arises when companies consider the
cloud is the issue of security. Companies must ensure adequate
security for the storage and processing of their personal data,
whether they venture into the cloud or maintain physical, local
processing centres. Companies using cloud computing models
must be able to adequately reassure individuals that their data will
be safeguarded. Security concerns may be magnified by the
dynamic nature of the cloud environment, but can also be more
robust than in the physical world.

Perhaps the greatest cloud risk of all is connected to the fact that
cloud-based processing is often inexpensive.  Frequently,
organisations are not even aware that their data are processed in the
cloud, as the cost of processing may fall below internal spending
approval thresholds.

Internet of Things

The phrase “Internet of Things” (or “loT”) was first used to
describe the difference between data created by humans and data
created by “things”. It was predicted that, as the Internet evolved,
“things” would increasingly create data on their own, without the
need for direct human input. IoT now refers to a network in which
machines produce and share data automatically in response to
events, without requiring human involvement. However, it is
difficult to define IoT precisely because the technology and its
applications change constantly. Examples of IoT include:
household smart meters (which measure and adapt to an
individual’s use of utilities); smart phones that routinely collect
data, such as health data, that can be shared with healthcare apps
and services; and trainers and fitness bracelets that collect
information about running style and exercise patterns.

There is tension between the efficiency and convenience that IoT
offers and the risk that IoT devices will invade formerly private
spaces and share data that would not otherwise have been available.
Smart meters provide an example of this tension; they can help to
reduce energy use and cost, but they can also reveal large amounts
of personal household information to an energy provider. The
privacy challenge for companies is to determine what is the right
balance between giving consumers the services they want, and
ensuring that their privacy is respected. In most cases, users are
happy to agree to standard terms and conditions to receive a free
service. But once data leaks onto the Internet, it is almost
impossible to delete it.  Further, the risk of unforeseen
consequences is significant, as previously separate pools of data are
more frequently combined in the IoT context.

The evolving nature of IoT means that there can be an uneasy fit
with laws that were drafted before this technology existed. For
example, how can meaningful consent be obtained from users of
smart devices. How can a smart device can provide users with
notice of the purposes for which their data will be processed?
Given the lack of certainty in this area, companies seeking to be part
of the IoT would be well advised to conduct thorough privacy
impact assessments before rolling out new products.

Cross Border Data Transfers and Interoperability

Many data privacy laws prohibit or restrict the international transfer
of personal data. Consent or limited derogations may enable certain
transfers to take place, but the future of global commerce demands
data transfer mechanisms that are flexible and able to accommodate
appropriate, large-scale data transfers. Some regimes waive general
data transfer restrictions where transfers are made to specific, pre-
approved jurisdictions. For example, in the EU, personal data may
be transferred freely to countries deemed by the European
Commission to have “adequate” data protection laws in place, or
where pre-approved mechanisms (such as Binding Corporate Rules,
Safe Harbor or EU Model Clauses) are used. In the UK,
organisations can make their own adequacy assessment when
transferring personal data abroad, determining whether the level of
data protection available is adequate in all the circumstances.

The challenges associated with complying with cross border data
transfer restrictions are not new issues, but there remain
surprisingly few accepted transfer mechanisms. Those that are
available often are complex or even unworkable where transfers are
made to multiple entities in multiple jurisdictions. Model clauses
can be particularly bureaucratic to implement and maintain. Recent
adoption of the APEC region’s Cross Border Privacy Rules®, and
close analysis of them by European data protection authorities, has
raised renewed interest in the possibility of creating an
interoperable approach to cross border data transfers that satisfies
regional data protection laws. Other mechanisms are also under
discussion, including a European data protection seal programme
that would permit certified organisations to transfer to and receive
personal data from other certified organisations, irrespective of
their location.

The Role of Accountability

Accountability is a term that has been used more frequently in a
privacy context during the last five years. It requires that businesses
actively take ownership of the need to manage their information,
irrespective of where it resides or is processed. Accountability is
not a substitute for data protection or privacy law. An accountable
organisation complies fully with applicable laws and regulation
governing the collection and processing of data, but goes further,
putting in place information management and privacy practices that
enhance the business’ brand, reputation and relationship with its
customers.

This concept is not new, although its application in a privacy
context is. The OECD Guidelines include an accountability
principle, making organisations accountable for complying with
measures that give effect to the rest of the guidance. The APEC
Framework” articulates the accountability principle more explicitly
than the OECD Guidelines. The Canadian privacy law, the
Personal Information Protection and Electronic Documents Act
(PIPEDA)3 includes accountability as its first principle. A similar
concept underpins the European Commission’s Binding Corporate
Rules mechanism governing the international transfer of European
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personal data within a multinational corporate group. Yet while
accountability is a well-established principle of data protection law,
little has been written to describe what an organisation must do to
be accountable, or how an accountability mechanism might resolve
jurisdictional and local law issues.

On January 25, 2012, the European Commission released its data
protection law reform package. Two new pieces of EU law, a
general data protection regulation (the “Regulation”)® and a
directive on processing for crime and criminal justice purposes (the
“Directive”)!0, will repeal and replace the current EU DP Directive
and Framework decision 2008/977/JHA on data protection in police
and judicial cooperation in criminal matters. The proposed
Regulation will likely have most impact on commercial
organisations.

The legislative process has become stalled given the approaching
European elections in May 2014, but the European Parliament has
voted to adopt an amended draft of the Commission’s proposal,
signalling the likelihood that the proposal will be progressed under
the next Parliament. At the time of writing, the Council’s position
on the draft text is still under negotiation. Once an agreed position
is reached, a trilogue involving the Commission, the Parliament and
the Council will commence. The timing of any such discussions or,
indeed on reaching agreement on the text, is by no means clear.
Optimists are focusing on December 2014 or early 2015. What is
reasonably clear, however, is that an implementation period of
approximately two years is likely.

Although the status of the legislative process is uncertain, a number
of key issues raised by the Commission’s draft Regulation would
bring far-reaching changes for companies doing business in Europe.
Some of the key proposals are described briefly below.

Harmonisation

The EU DP Directive required local implementation by each
Member State. As a consequence, there is a patchwork of 28
separate data protection laws within the EU, each of which must be
complied with by organisations operating in multiple jurisdictions.
In contrast, the Regulation would take direct effect in every
Member State without any need for local implementing law. This
would streamline and harmonise EU data protection law, but local
variances will still remain in some areas, such as processing for
health, employment and statistical purposes.

a decision-making process that promotes consistent decisions
across Member States. In the Commission’s proposal, where a case
does not have EU-wide impact, the relevant national regulator
would make its own decision, without consultation. Ifthe issue had
an EU impact, it would be considered by the EU Data Protection
Board, which could issue an opinion which the national regulator
would need to take into account. This formulation envisaged the
Commission acting as a back stop, with the ability to make a non-
binding intervention or to require the national regulator to take
certain steps. The Commission’s formulation is not universally
accepted, however, and particular difficulties stem from the
mechanics of how the one stop shop regime will work in practice
where the laws of other Member States, in which the main
establishment is not located, continue to apply.

Extra-Territorial Effect

The EU DP Directive applies to organisations established within the
EU or that make use of data processing equipment situated within
the EU. The Regulation would apply to organisations established in
the EU, and also to some organisations established outside of the
EU who offer goods or services to data subjects in the EU or
monitor the behaviour of data subjects in the EU. This will mean
that many non-EU businesses, particularly those active online, will
find themselves subject to European law.

Breach Notification Requirements

The Regulation would introduce stringent data breach notification
requirements that would apply across all sectors. Breaches would
need to be reported to the supervisory authority within a specified
timeframe — likely 72 hours. Where the breach is likely to affect the
privacy of individuals, affected data subjects must also be notified.

Accountability

Regulation introduces a number of requirements designed to make
organisations more accountable in their data processing activities.
Organisations will be obliged to process data in accordance with the
provisions of the Regulation; to demonstrate compliance; create and
retain documentation on data processing activities; design
processing with inbuilt privacy protections; and appoint data
protection officers. The criteria for the appointment of a data
protection officer are not yet agreed, but there may be an exemption
for smaller organisations, or those that process limited amounts of
personal data.

One Stop Shop and Consistency Mechanism

Enforcement

The term “one stop shop” was coined to describe a solution to one
of the more frustrating aspects of the current regime: at present,
organisations may be subject to the supervisory powers of the data
protection authorities of several Member States, each of whom may
have a different approach to an issue and differing powers of
enforcement. For organisations, it is time consuming to deal with
multiple regulators, and difficult (and expensive) to accommodate
the differing approaches that regulators may take in relation to the
same issue. The Commission’s proposal is that only one regulator,
the lead supervisory authority, would take decisions against the
organisation. Where an entity has operations in several Member
States, the lead supervisory authority will be that of the jurisdiction
in which the “main establishment” of the company is located.

Associated with this is the consistency mechanism, which refers to

Enforcement powers under the EU DP Directive are fractured and
disparate. Under the Regulation, all supervisory authorities will be
able to enforce monetary penalties. The level of monetary penalties
is not yet settled, but may be as high as 5% of global turnover.

Strengthening of Data Subject Rights

The Regulation strengthens the rights of data subjects and shifts the
burden of establishing such rights away from individuals and
towards organisations processing their personal data. The pre-
existing right of erasure is bolstered by an explicit “right to be
forgotten”, obliging organisations not only to delete data but to
delete links to, or copies of, data that are under their control and to
inform recipients of the data that the individual requires to be
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deleted. Individuals will also have a new express right of data
portability, greater informational rights (including to be informed
on collection of retention periods, potential third party recipients
and the right to complain to supervisory authorities) and a general
right to not be subject to automatic profiling.

Data assets will remain critical to future business success, so data
protection compliance and governance will become critical risks for
businesses to understand and address. Companies that succeed will
be those that anticipate data uses, secure their data assets and
understand the risks inherent in their data. Companies that do not
focus on personal data will miss opportunities, or face compliance
issues.

1 International Telecommunication Union, Measuring the
Information  Society 6-7 (2012), available at
http://www.itu.int/pub/ D-IND-ICTOI-2012/en (last visited
April 2, 2014).
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20Report%20GLOBAL%20CODB%20FINAL%205-2.pdf
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framework.pdf (last visited April 2, 2014).
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